This cookbook covers only the risk assessment of security awareness. The focus of this briefing is primarily on healthcare information technology and the use of risk management in developing and implementing technology strategies.
Introduction
Healthcare today has some of the most diverse needs with regard to sharing of data and the need to securely move patient information among systems.
This level of data sharing requires an awareness of security in order to protect our patients.
The Value of Defining Security Risks
Identifying Security Risks will address:
• What is a Security Risk?
To quantify risk, experts use the calculation of level of threat (probability of event) to the level of vulnerability, often stated as:
Threat x Vulnerability = Risk.
• Point A: A significant vulnerability with little or no threat = low to medium risk. • Point B: A high threat with little or no vulnerabilities tied to the threat = Low to medium risk. • Point C: A high threat with a credible vulnerability = high risk.
Risk is "The potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to the organization." What is a Security Risk?
In this scenario:
• Vulnerability is the hole in the roof
• Threat is the rain cloud
• Rain could exploit the vulnerability
The risk is that the building and equipment in the building could be damaged as long as the vulnerability exists. 
Risk Management
Effective risk management enables senior management, middle management, and technical and operational staff to:
• Improve business performance through improved decision making and planning,
• Promote innovation where taking calculated risks in pursuit of opportunities is encouraged, • Provide a basis for integrated risk management and internal controls as components of good corporate governance, • Assist in meeting healthcare requirements and objectives, • Facilitate partnerships with other healthcare organizations to address the issues inherent in interoperable systems and data sharing, and • Benefit patients who are often shared among unrelated healthcare providers in both the handling of their information as well as improving the safety of healthcare services. Tolerance level
